
  

How do I get certified under the EU/U.S. Privacy Shield?   
 
Step 1:  Make sure your company is eligible to participate in the Privacy Shield.  If the Federal 
Trade Commission (FTC) or Department of Transportation (DOT) has jurisdiction over your 
company, you are most likely eligible.  With a few exceptions, the FTC oversees businesses 
involved that affect commence.  The DOT oversees U.S. and foreign air carriers.  
 
Step 2:  Your company must develop a privacy policy that incorporates the Privacy Shield 
Principles, which you may review here.  A “privacy policy” is the document that identifies the 
manner in which personal data is collected, stored, accessed, used, shared and destroyed.   
Your privacy policy is the roadmap that employees and service providers use to ensure that the 
data of consumers and employees is protected in accord with the EU requirements.  The 
privacy policy must be available online to employees, vendors and consumers.  
 
Step 3:  Retain an independent dispute resolution program to investigate disputes that may 
arise between your company and the owners of the personal data you process.  After 
identifying a private mediation program, for example, disclose the name and contact 
information for that entity in the privacy policy and privacy notice.  If your company processes 
human resources, the EU requires utilization of the EU Data Protection Authorities (DPA) or the 
U.S. Counsel for International Business to resolve disputes regarding the handling of employee 
data.  
 
Step 4:  Establish a mechanism, internally or via a third party, to verify that your company 
complies with the EU Privacy Shield Framework.  If your company is self-assessing, it must verify 
that the published privacy policy regarding personal data received form the EU is accurate, 
accessible, comprehensible and completely implemented throughout the company.  A third 
party may conduct the verification for the company.   
 
Step 5:  Designate an internal official to receive, review and resolve complaints, access requests 
and answer questions about your company’s compliance with the Privacy Shield.  The 
designated official must respond to inquiries within 45 days.   
 
There are specific rules that apply when a U.S. company receives employee data from the EU or 
information about pharmaceutical and medical products or company travel plans.  The U.S. 
Department of Commerce and the FTC offer guidance on the application process: 
 

• https://www.privacyshield.gov/welcome 
• https://www.ftc.gov/tips-advice/business-center/privacy-and-security/privacy-shield 

http://www.beyondiplaw.com/files/2016/10/The-Privacy-Shield-Principles-1.pdf
https://www.privacyshield.gov/welcome
https://www.ftc.gov/tips-advice/business-center/privacy-and-security/privacy-shield

