
  

The Privacy Shield Principles 
 

There are seven Privacy Shield Principles:  
 

1. Notice: The company must inform individuals about what data is collected, the purpose 

for collecting the data, how the data is used and the categories of parties, including 
third parties, that will have access to the data.  
 

2. Choice: The owners of the data must be notified of their right to object to the 
company’s use of personal data for a purpose different from the one stated when the 
data was collected.   

 
3. Accountability for onward transfer: The company must affirmatively state that all third 

parties to which personal data is transferred may use that data for limited and specified 
purposes; the third party is contractually bound to protect the personal data at the 

same level that is required of the company; and the company may be liable for the third 
party’s misuse or disclosure of the personal data in some circumstances.  
   

4. Security: All parties that receive the personal data must take reasonable and 
appropriate security measures to protect the data.  This includes having administrative, 
physical and technical safeguards in place.  Examples of each category of safeguards 

include: (1) a privacy policy that all employees review periodically; (2) strong locks and 
high fences; and (3) firewalls and bells and whistles signaling unauthorized access to 
restricted data, respectively. 

 
5. Data integrity and purpose limitation: Only personal data that is reliable, accurate, 

complete, current and relevant for the purpose of the processing will be used.  Data will 
be retained only as long as it is relevant to meet the purpose for which it was collected 

or subject to a later formed agreement about its use. 
 

6. Access: The owners of the personal data have the right to review and correct, amend or 

delete data that is inaccurate or has not been used in accordance with the primary 
principles.  
 

7. Resource enforcement and liability: The company must self-regulate with regular 
audits, security testing and other procedures to verify the personal data is secure and 
used in accordance with the primary principles.  The company must also notify data 

owners of their right to participate in dispute resolution directed by a third party that is 
not under the company’s control or the EU Data Privacy Authority.  The name of the 
dispute resolution program should be in the privacy notice.  


